UK Cyber Security
Companies in Japan

BAREHDEED Y1 /N—
txal)rrE




UK Cyber Security Companies in Japan BAEHOEE O HAN—tFa) T ¥

Foreword

The UK is one of the worlds leading digital
economies, with over 95% of businesses having
internet access, the internet is used daily by over
80% of adults and four out of five people in the
UK bought something online in the past year.

This wholesale embrace of digital transformation
makes effective cyber security a critical part of
our economy. The scale of the threat is significant:
in the UK 46% of all businesses identified at

least one cyber breach or attack in the last year.
Cyber security related losses across the world are
now running in the hundreds of billions of dollars
annually.

The UK Government has been at the forefront of
addressing this strategic challenge and in 2016
the UK launched its second 5-year National Cyber
Security Strategy, supported by £1.9billion of
transformational investment. One of the key pillars
of our strategy is to “Develop” critical capabilities
to build skills, support growth and stimulate
science and technology our cyber security
ecosystem in which industry is an integral part.

The UK has a world leading reputation for
providing trusted cyber security solutions to
organisations and governments around the
world. With over 1,000 cyber security companies
generating over £8 billion of business annually,
the UK offers a comprehensive range of advice,
products and services to provide a complete
solution for cyber security.

The UK Government is actively working with UK
companies to bring cyber security solutions to
the Japanese economy. The companies in this
brochure range from niche start ups, through
‘unicorn’ companies, to long established global
players, but all with a presence in Japan, and all
with roots in the deep history of cyber security in
the UK.

The UK is at the forefront of meeting the cyber
security challenge, making UK companies your
trusted choice to provide answers to the cyber
security problems for both the present and the
future.
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BT Japan KK

www.globalservices.bt.com/ja

Billions of devices connect to the internet every
day with little or no security. At the same time,
cybercriminals are arming themselves with
sophisticated and innovative malware. The
threat to your business remains high and it's
going nowhere. Attacks can happen to anyone,
or any business, at any time. No system or
network is 100 per cent secure.

Global security threats are everywhere: stolen
identities, systems held to ransom, phishing
scams. You want to protect and expand your
organisation, but you don't want to risk new
security challenges. We have the technology
and intelligence to spot and tackle global cyber
security threats before they become the stuff
of headlines.

We're helping customers thrive by delivering
world-class security solutions. We have
operations in more than 180 countries

and support some of the world's largest
companies, nation states, and critical
national infrastructures. That gives a unique
perspective on cybercrime. Our team of
3,000 security experts in 16 global centres
use unigue tools and insight to stay one step
ahead of criminal entrepreneurs.
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Darktrace Japan KK

www.darktrace.com/ja

Darktrace is the world's leading cyber Al
company and the creator of Autonomous
Response technology.

Its self-learning Al is modeled on the human
immune system and used by over 3,000
organizations to protect against threats to

the cloud, email, loT, networks and industrial
systems. This includes insider threat, industrial
espionage, loT compromises, zero-day malware,
data loss, supply chain risk and long-term
infrastructure vulnerabilities.

The company has over 1,000 employees, 44
offices and headquarters in San Francisco and
Cambridge, UK. Every 3 seconds, Darktrace Al
fights back against a cyber-threat, preventing it
from causing damage.
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Shohei Nemoto #R& #F
PR & Marketing Manager
shohei.nemoto@darktrace.com
(03) 5456 5571
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Digital Shadows

digital shadows _

www.digitalshadows.com

Established in 2011, London-headquartered
Digital Shadows is an award-winning company
offering advanced defense against cyber-attacks
by providing a comprehensive assessment and
understanding of a brand's exposure on the
open, deep and dark web.

Digital Shadows makes threat intelligence
work for organisations of all sizes. Companies
no longer need to invest a disproportionate
amount of resource to get real value out of
threat intelligence. Digital Shadows' industry-
leading SearchLight service delivers relevant
threat information that allows organisations to
quickly understand and act on their external
exposure minimising their risk without hiring
additional headcount.

The company was named a ‘Leader in Digital
Risk Protection’ in The Forrester New Wave Q3
2018 report, which provides key insight into the
world's technology market.

Digital Shadows tailors its risk protection
services to each customer’s digital needs.
Leveraging machine learning to adapt its
protection as threats evolve, the company is
a prime example of how the UK is bringing
innovation to life.

Now a global business with over 180 employees,
the former two-person start-up protects over
200 companies. Get started today and see how
SearchLight can protect your digital risk, visit
www.digitalshadows.com.
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Horiba Mira

www.horiba-mira.com

Security in the automotive industry has
traditionally been related to anti-theft
measures. Recently increasing connectivity
and automation of modern vehicles means that
cybersecurity needs to encompass protecting
external interfaces and on-board electrical and
electronic systems against attack or misuse.
These external interfaces can include sensors
used for ADAS/autonomy as well as wired/
wireless connections

As cybersecurity grows in importance,

new regulations and standards like UNECE
Regulation 155 and ISO/SAE 21434 have

been developed. They recognize the need for
more rigorous engineering solutions and the
corresponding assurance activities that support
building the public trust in modern connected
and automated vehicles.

HORIBA MIRA offers a range of individual or
turnkey services including:

» Engineering consultancy, including
implementation of recommended practices

» Cybersecurity process development (including
Cybersecurity Management System (CSMS))
based on the latest industry best practices

» Cybersecurity testing and assessment services
« Cybersecurity operations solutions (V-SOC)
« Technical seminars and training

Supporting our work and leadership in this field
we hold positions on all the key international
standardisation and regulatory committees. The
team have over 13 years of experience delivering
global programmes and R&D in automotive
cybersecurity - we are the trusted choice for
automotive cybersecurity.
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NCC Group Japan KK

nccoroup”

www.nccgroup.trust

NCC Group exists to make the world safer and
more secure.

As global experts in cyber security and risk
mitigation, NCC Group is trusted by over 15,000
clients worldwide to protect their most critical

assets from the ever-changing threat landscape.

With the company's knowledge, experience
and global footprint, it is best placed to help
businesses identify, assess, mitigate and
respond to the evolving cyber risks they

face. To support its mission, NCC Group
continually invests in research and innovation,
and is passionate about developing the next
generation of cyber scientists.

Our transport assurance practice blends
together the extensive offerings across the
business and utilises industry specific experts
to provide the very best cyber security and
escrow services to our clients. The dedicated
practice provides support to customers in
the automotive, maritime, aerospace and rail
sectors across the globe.

With over 1,800 colleagues in 2 countries, NCC
Group has a significant market presence in
North America, continental Europe and the UK
and a rapidly growing footprint in Asia Pacific
with offices in Australia and Singapore.
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Anthony Richardson

Japan Country Manager
tony.richardson@nccgroup.com
(090) 6728 2525
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Nihon Cyber Defence Co., Ltd.

nihoncyberdefence.co.jp

Nihon Cyber Defence Co., Ltd (NCD) is a global
cyber defence company headquartered in Japan,
with offices in London, Belfast and Bletchley,
protecting national infrastructure and organisations
against cyber-attacks. NCD Believes the strategy
for securing and protecting sensitive data must

be more powerful than the unseen attackers who
seek to threaten it. Harnessing decades of expertise
and experience, we protect your networks and
infrastructures from the inside, safeguarding your
resources and keeping your reputation intact.

Nihon Cyber Defence's mission is to provide robust
and confidential solutions, services and support to
governments, corporates and organisations in order
to protect them from all forms of cyber warfare
aimed at financial, political or social disruption.

Nihon Cyber Defence provides intelligence driven
cyber defence to proactively safequard resources
from unseen attackers who seek to threaten it.
NCD has developed or chosen through its partners
software products that combat, train against

and eliminate cyber risks in Japan or Japanese
companies operating overseas. We deliver industry
standard cutting edge risk and governance services,
security testing and security monitoring services.
Our solutions can be customized and/or combined
to meet your organisation'’s specific needs.

Japanese society is currently threatened by
cyberattacks aimed at financial, political and social
exploitation. NCD see the threats you might miss,
and we prevent attacks before they can damage
your business and your reputation.

Nihon Cyber Defence is committed to ensuring that
you are in safe hands and live by the following three
pillars of Nihon Cyber Defence are: Confidentiality
(#®), trust (1538) and protection (F5%).
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Cartan McLaughlin

CEO
info@nihoncyberdefence.co.jp
(03) 4405 317
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Trustonic

www.trustonic.com

Trustonic is a world leader in hardware-backed
device security, app protection and secures a
range of mission critical in vehicle systems. Our
patented security technology is embedded in
more than 2 billion devices worldwide.

Trustonic's Telecoms platform enables mobile
operators to grow revenues and reduce losses.
Our granular controls and communications
channels encourage bill payment and reduce the
multi-billion dollar global issue of theft and fraud
in the supply chain.

Securing mission critical data for the banking
and payments industry is paramount. Trustonic’s
application security ensures the best security
possible using hardware and software level
security.

As vehicles become more connected, so

does the requirement for embedded security
solutions being design in to the vehicles.
Trustonic's secure platform enables auto makers
to ensure safety and security by design.

Trustonic has ¢.100 employees, headquartered
in Cambridge, UK with offices across 7
international locations.

Trustonic counts the world's leading car
manufacturers, financial institutions and mobile
operators as customers, as well as every tier 1
Android handset manufacturer.
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Yoshiya Nakata #H #Hth
Business Development Director - Japan
sales-japan®trustonic.com
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Find out more

The UK launched the National Cyber Security Centre (NCSC) in 2016. The NCSC provides a single
point of contact for SMEs, larger organisations, government agencies, the general public and
government departments. They also work collaboratively with other law enforcement, defence,
intelligence and security agencies and international partners.

With support from the NCSC and a rich history of involvement in secure communications dating
back over 100 years, the UK has a unique and unparalleled depth of expertise to draw upon. That
is one of the reasons the UK has a strong and innovative cyber security sector, with the most
recent survey showing a new cyber security business being registered every week within the UK,
an increase in companies of over 44% from 2017 to 2020.

Underpinning the commercial sector is a world leading academic sector offering degrees from
undergraduate to doctoral level in cyber related subjects with 17 universities recognised as Academic
Centres of Excellence in Cyber Security Research and many more offering courses. The UK government
also offers initiatives to promote cyber security as a career through innovative programmes such as
CyberfFirst, which seeks to develop interest in young people through student bursaries, courses for 11-17
year olds and competitions.

For more information:

National Cyber Security Centre
WWW.NCSC.gov.uk

UK Cyber Security Sectoral Analysis 2020
www.gov.uk/government/publications/cyber-security-sectoral-analysis-2020
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